
 

  
 

 
 

 
Data Protection Policy 

 
General 
 
The Data Protection Act requires Haydon Mechanical and Electrical Ltd to register all personal data 
held on computers or word processors and to ensure that this information is only used for the 
purposes for which it has been registered. So that the company can fully comply with its obligations 
under the Act, you must notify your manager and obtain his approval before you hold any personal 
data relating to the Company’s business on a computer.  

 
Haydon M&E Ltd is an organisation which needs to keep records of certain personal data, including 
personal data relating to its employees, in order for the business to function effectively.  This may 
include information that identifies individuals by reference to their names, job titles, responsibilities or 
other matters related to the operation of the business. 
 
To comply with the law, such information must be collected and used fairly, stored safely and not 
disclosed to any other person unlawfully.  There are additional safeguards for individuals in respect of 
processing sensitive personal data, that is information as to that person’s racial or ethnic origin, 
political opinions, religious beliefs, trade union membership, health, sexual life, or information relating 
to the allegation of or commission of a sentence for any offence. To do this the Company must 
comply with the Data Protection Principles as set out in the Data Protection Act 1998. 
 
This policy addresses the following areas: 
 
➢ What are the Data Protection Principles? 
➢ What is Personal Data? 
➢ An Employee’s Rights Under the Act 
➢ Responsibilities of Employees 
➢ Data Security 
 
What are the Data Protection Principles? 
 
In accordance with the Data Protection Act, personal data held in a computerised format must comply 
with all the following principles.  The principles state that personal data must: 
 
➢ Be obtained and processed fairly and lawfully and that a condition has been met for the 

processing of such data 
 

➢ Not be held on file other than for a legitimate purpose (nor be used or made use of for any 
other purpose) 

 
➢ Be adequate, relevant, and not excessive in relation to the purpose for which it is kept. 

 
➢ Be accurate, and where necessary kept up to date 

 
➢ Not be kept for longer than is necessary 

 
➢ Be processed in accordance with the rights of the employee under this Act, such as the 

rights of access to personal data 
 

➢ Be protected against Unauthorised access or disclosure and against accidental loss, 
damage or destruction. 

 
 



 

  
 

 
 

 
➢ Not be transferred to any country (e.g. a sister, subsidiary company etc) outside the EEA 

whose data protection laws are less adequate, unless the employee agrees or the transfer 
is necessary for employment purposes e.g. a secondment 

 
What is Personal Data? 
 
➢      It is data which relates to a named or readily identifiable individual.  It includes any 

expression of opinion about that person and any indication of the Company’s intentions in 
relation to that employee.  The data can be held in the format of a letter, memo, report, 
certificate, a paper-based file or on a computer.  For the purposes of this document we are 
referring to HR information relating to an employee e.g. their HR file. 

 
➢ Some personal data is sensitive.  This includes information about an employee’s: 
 

 racial or ethnic origins 
 political opinions 
 religious beliefs 
 trade union membership (or non-membership) 
 physical or mental health or condition 
 sex life or sexual orientation 
 criminal (or alleged criminal) activities 
 criminal proceedings, criminal convictions (or any sentences imposed by the courts) 

 
The Company cannot hold sensitive data on an employee’s file without their consent.  It is essential 
therefore that when dealing with medical issues, for example, consent for access to medical records 
is obtained from the employee.  There are exceptions to this stipulation which include when the 
Company must hold sensitive data: 
 

 in accordance with legal obligations e.g. Health and Safety requirements 
 to protect the employee’s interests 
 for the purposes of defending a complaint of unlawful discrimination on the grounds of sex, 

race, union membership etc 
 for purposes of maintaining and monitoring the Company’s Equal Opportunities Policy. 

 
An Employee’s Rights Under the Act 
 
In accordance with the Data Protection Act, an employee has the following rights: 
 
➢ Notification of Data held and Processed: 
 
Any employee who is concerned about the nature, content, accuracy or relevance of the personal 
data on their HR file may: 

 Ask for a description of the data the Company holds about them 
 
 Ask for an explanation of the purposes for which the data is being held 
 
 Ask for details of the names of the people within the Company to whom the data is routinely 

or occasionally disclosed 
 
 

 
 



 

  
 

 
 

 
➢ Right to Access the Information: 
 
An employee also has the right to access personal data that is being kept by the Company about 
them and to be provided with hard copies of this data.   

 
An employee who wishes to exercise either or both of these rights must make a request in writing to 
their line manager.   The Company will make a charge of £15 on each occasion that such a request is 
made.  The Company will aim to respond to a request as quickly as possible but will ensure a 
response is given within 40 days of receipt of the written request or fee whichever is received later. 
 
The Company is not always obliged to disclose personal data on the request of the employee.  For 
example, the Company may refuse to disclose personal data if: 
 

 It cannot comply with the request without disclosing information relating to another individual 
who can be identified from that information 

 
 It is processed for management forecasting or planning to assist the Company in the 

conduct of its business and where the disclosure of such personal data is likely to prejudice 
the conduct of the business 

 
 It consists of a reference given to, or to be given in confidence by the Company for the 

purposes of education, training, or employment of an employee 
 
Responsibilities of Employees 
 
As part of their terms and conditions of employment, all employees must: 
 
➢ Provide the Company with their personal details i.e. address, telephone numbers, bank details, 

next of kin and emergency contact details etc 
 
➢ Check that any personal data that they have provided to the Company is accurate and up to 

date. 
 
➢ Inform the Company of any changes to information which they have provided eg changes to 

address 
 
Data Security 
 
The need to ensure that data is kept securely means that precautions must be taken against physical 
loss or damage and that both access and disclosure must be restricted.  All staff are responsible for 
ensuring that: 
 
➢ Any personal data which they hold is kept securely e.g. use of passwords, locked storage 

facilities etc 
 
➢ Special care, to guard against inadvertent loss or theft, to be taken by staff authorised to carry 

laptops holding company data, when travelling to clients, business meetings or their place of 
residence in cars or public transport. 

 
➢ Similarly, with any media devices including data back-up hard disks, CD’s, DVD’s or memory 

sticks – although company use of some of these media …. has been banned. 
 
➢ It is a company requirement for all individuals (both employed and sub-contract) that any such 

devices are backed up to the server before being taken off a company site.   
 



 

  
 

 
 

➢ Personal information is not disclosed either orally, in writing or otherwise to any Unauthorised 
third party 

 
If you are unsure about the meaning or implications of any of the Data Protection Principles or any 
aspect of this policy, then you should contact your line manager.  In addition, if you are dissatisfied 
with a response to a request for access to records etc then you should raise the issue to the 
Compliance Director to resolve. 

NB.  The Data Protection Act is an extremely complex piece of legislation which contains sections 
which even the experts find difficult to interpret and which have not yet been tested.  The Company 
therefore reserves the right to amend this policy at any time to take account of developments in this 
area of the law. 
 
Confidential Information  
 
You must not, during or after the termination of your employment, disclose any confidential 
information about the operations, transactions, accounts, finances or affairs of the Company or of any 
of its subsidiary or associated companies, without the written consent of the Company. You must at 
all times avoid, or declare to your manager, in writing, any association or activity from which a conflict 
of interest might arise.  

 
You are not allowed to accept gifts from anybody with whom the Company has business connections, 
except for small gifts with no realisable monetary value, such as diaries or calendars.  
 
Communications with the Media  
 
The Managing Director is responsible for all communication with the media. You may only 
communicate with newspapers, radio, television, or other media about matters concerning the 
Company when specifically authorised to do so by your Managing Director.  

 

Signed: 

 

Dave Cutler 
Managing Director 
Date: 1st June 2017 
 


